oM LT BB K % —— (Engineering Index) 7845 R

e Engineering Village
Zf'R “Engineering Village 2”7, LI TF# 34 (Ei Compendex) W xX(%E “Ei
controlled terms” [Fi83). (RN 2011 44 H 19 H ).
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Trusted Computing Based on Virtualization

Bin Jiang
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Abstraci—Virtualization and Trusted Computing are two important approaches in the information security field. How two combine
them to form more powerful information security solustions deserves researching. This paper introduces how to virtulize the kev
components of ousted computing, including the Trusted Computing Platform, the Trust Platform Module (TPM) and the Trusted

Chain, by using virtualization technology.

Keywords-Virtualization; Trusted Computing; TPM; Trust Chain
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Gili: N Am, ETERMYCES, AT LEAES
Wi Sk 3R 2 4 2 gl SR IR R, IOt E R stz
T et {EE.

£ 2003 5, A[{giHHY TCG (Tmsted Computing
Group) [2]kSF. TI{EVEETEF b3 Rlde A SRR 1

R . FIfEVEED MS R ER. BIOS. BRIER
SERETEASES KBS R, KAEN, Mgze, F
BaaffFxREin, BRestRFolzett, AmEae
EMEEANE I EERENENEe. EHA, §F
FEAW MEW B CMAEHE . AlEEREAR
IEIR 2 M 2 5 B =i R

fEA g8 1O E AR AT SR, e

HHETERGSTRAMNENNRS, B HEHAHET M
. AW T el BE T EERPLEE A, R {E TR o

“H R
% Trust Chain

&, {5 P& TPM, {5
BT BRI
2. RTFELMATEITH

21 HA AT EARAEMATEHERAL, e

AAEITEEZSFES: 2.2 W5 T e A T {E 8T
HE Rk .

21 EFERNMBAIETER2ES

2.1.1 FARH

W gr -5 F A &5 EHL R E - JEHoR, LU
AFEEiHE¥Es, CEFHXMR[BE-5]. GZeFRIX
Eaamia, BMNRHETHE 21 BAEHHEFE =
.

BHiE, R YPEEE R RS EEER P A
, A EFEEETHMIRFNNAFEFoiRE: TPM
{ Trusted Platform Module) [2]. TPM &' E&F & M TE
TR Eee@Es, ERREH e TENMTEER
%, BETRHAEHEL.

HiK, £Vt EE{FERYLEMNE Tusted
VMM (Virtual Machine Monitor), & F 3 M 35 0 & B8 fir fy
FHEHIHLIZIT. EHAM, BA THAIESR. - EuE
{SH#EHL ACM (Access Control Module) ; —~R%4H
¥ (Hook) -,
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2.1 BT ERALAREHE 55

EfnfE, S[HE-TERALE NV RER (EEEE
5., BEwEvR, fZRYGEE, AFRESET) L
G, EiFRE=# Hook FTHIfE; BMif5., Hook iF3 ACM
REZHRIERESEHEIFRIT. ACM @45
SPMVM {5, frEWR IR, EPmWN Tue 5HE
False 5 Hook. #-~ TVMM i=fT{E Ring 0 & 5.

B, £ TVMM 2 Earali: &3 ERN MvM
( Management VM ) ; % - Ji g E H E 1§l SPMVM
( Secunity Policy Management VM ) ; %4 i % B H1
CSSVM ( Critical Security Service VM) ; 2 P B flI#L
GVM (Guest VM) . Ht,

(1) MVM iZfT7E Domain 0, ¥ B/E& TVMM Bilg 5l
s ERHL. MVM R HE Rl A ER—
—1§5 SPMVM, CSSVM—iff{TE .

(2) SPMVM HRIEXFram S iTeEE. HiEH
Pk, £ SPMVM S a] LLSCEL & Fpac = il fRlan.
B H AR Chinese Wall, Clark-Wilson, DA %5 BLEE)
BLP, Biba #RI%%, SPMVM M4 HRg, A {E
TR VM AEEmTT I EEEL, T H e vM 5 VM 2 (8]
g dEdl. fWan, EiEE 2.1 S50 BRI 2 BRI
4 FEEITHRITERSE (Order) ,» FEM, ENEHEEE
& ME (Coaliton) . TEIXFMEIL T, HAATREERIHL 2
FUHEFUHL 4 [l o) 48 (=] ) S04 . {(HJE, 1 Chinese-
Wall #5, mESEFELTL 2 FERYL 4 FTrpEESY
iy W R kR, o W R AT AT .

TR WRNENT, B MVM, SPMVM., ACM LLETF
M) CSSVM JLRIEIT, FFLLEREE PT (Policy Table)
P FENTE SPMVM 254, 7E STBUN (1) 2 47 %2 4= S )
cEEARE Sill g

struct MLS _POLICY {

struct subyect; /loperation subyect
struct object; //operation object

struct sub_vm /fvm mnfo of the subject
struct oby_wvm /fvm info of the object

unsigned mt sub _level: /fsecunity label of the
subject

unsigned mt oby_level://secunity label of the object

/lobserve, modify. mvoke, share memory. domamn
management. efc.

unsigned int operations;

unsigned int respond; //grant, deny, wamn, audit etc.

struct MLS POLICY *pre policy;

stuct MLS POLICY *next policy;

h

(3) CSSVM SH AT ¥ 5 REN %2 N

XSRS S ARG REN T2k %, Fik,
EAMRMIZETER R CSSVM 4, LSEHLSHE VM
I 12

B B AEs i eTLLE S, B 21 T 1%
g, £, LHEBEATELZESHEYS.
2.1.2 E#EL TPH

fWE Ml TR BT ER R H .
SEER AR TPM W iEfl{E, LI{E®RT VM &F AL
BRI TPM (Virtualized TPM, fE#7 vTPM) 7] LLff
H. ZFX[6l0his. B 22 &l T i TPM 8
AU .

Management Cuest Guest

Wi Vi YWhiZ
CenvTEM

I VIPM | VIPM 2

Manager
F &
TVRIM
L
TPx Hardware

& 2.2 TPM ek

L TPM ERFIH 20 B TPM (B 22
] GenvIPM) REFH —RFIN vIPM L[ kR E
.

B, GenvTPM fhHE{f TPM ELHEESEAEH N (FTh EE,
T LR ARIETE MVM 449, 3T GenvTPM ¥
i, EALHEATEE TVMM —Fe i B RAE A TPM #EHE[2]
L E R dr SR R R TPM. R, BT GenvIPM
FEEN, CEZHTHgRHRERRERP. BF,
GenvIPM HHEH MVM (1) Thin OS s, H Thin OS
FIR{ETEEH TVMM {RiER), T TVMM R {EHER B
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TCG g X HIPI{E8E) M 22/ 4.

i, 35— VM &8 L EE ) vTPM [
%, B GenvTPM fil& -~ vIPM SR AEES X4 VM.
B4 VM B B E BRI e, B GenvTPM i #7[H]
W i A4~ VM AR vTPM =2, BT 1) vTPM [RIFE L
HER G AEITE VM 54,

HW, TPM ERME R T EEMN TEELAT
FIEHER. T8 vIPM (23 GenwTPM) ,
TIFAEfma i mEHE R, M b E &7 vTPM
MEHER. B TPM HE, 54 TPMAES I F
&1 % £H SRK (Storage rootkey, SRK ) FH e nl i (1) 8
HeE. M, BIHLFESH - EK ( Endorsement
key, EK) F3R3EH TPM i) SH{n. RN, HIANEFEL
fHiE A ] AIK LLP2#E TPM FIBRFVE R, HilTHE S 0
{rFNACEFHER T{E. BT mmRE$l. EK, AIK fil SRK
BLE HoE s i) it X A ¥E, &£ TPM #
MY EHRE. FEFENRE, X Hapine
fF TPM H{p )W FREHITME, FEFDESF TPM
[f) PCR. (Platform Configuration Register) 5. iXFE, {F
) vTPM ) B 3R A7 1A e b A L.

w5, HEH TPM AR PCR 514 TPM A PCR
ffERAR. G845 VM #iTErEffEe b—
Fltm. B4 VM &7 TVMM 2 |, BB as{E
& JE B B SR 5 S —— (3 e = VM AR vTPM
Hep, BTEEFE “iE& VM AESEEER BT
EHEME” 24, BERECE RIXEIRER i, X
¥, BIBEEEEDS vTPM FIA#E, HAET 8 -~ PCR ELHE
A A XL ‘R (hWE TPM FrRE
HAH) ; 5 8 PCR LLiEZER A Fix VM F5 1Y
()50 #EE .

2.2 BRI B FT{EEE

TCG £ LA {55 & : CRTM—~BIOS —OSLoader—
OS5 — Applications . H 4, CRTM ( Core Root of Trust
Measurement) i & & BIOS i) —hEftis. {Eh47]
BHIE S, ERENAIER.

LE 5 EEIN %, CRTM HAHKE BIOS FIxHE
k. WE BloS FEETEN (AHEREFAHEER
oM, Hseft i a s . WEEKARM CcRTM ¥
J.# T CRTM + BIOS . CRTM + BIOS fifi |5 fF &
OSLoader [f)5E48 4. H OSLoader tHLEW{FIF), W4k
HERF R OS M Ett. XU Egy T, HAEE 0S

LR RNAREFr ¥, B TENA{EHERD
FEREAN, FEHFRZ 055

WALl Os A, FI{EEESERs LATLL A =400
4r: (a) OS HENZWAFEMEFRKER: (b) 0OS )3
#: (c) OS BEhLLEXMNWARF T CHEIER. 7]
FREAFAGETERNREBRARALZ —, BEEWH AN QTEH
THASCHESE. Hep (b) MM EEERER, CARAR &
[7]. THEDSath (a) M (c) .

MF Ca) , JCHER[S]HRE HH B4 5o S 0 A & 1) JE A R A
. HEXEBEEREETRENK
(Checksum-based) . Hik, & TR IAARLETE
FIRETF, MARKEFsMAREANTZENEFE, &
F&: BEFEF. O S, SHA (R F MG, #lw
AP ¥4~ BIOS fRiSf) SHA-1)LLE KM ERFER. 5,
MR EFELFHEF S &% (Standard Platform
Devices Table, SPDT) A FEH TPM S, FHFIH
TPM HIfR{FHEFHEMLLGRIP . TR, SRFEMELL
Ja, LA TPM Ak ri, El—FpRElTrEaEneE .
TPM — Motherboard - CPU — Memory — -+ I F &
[HEANEA RN ERRITIWE. BiE, THRES
Pt E i E S SPDT S mfmsiE# T .
RAEAES, WiHAFsEACEEES 7RiE; &0
FE A AefF e, A7) RE 7 8O TR ok R A .

MT (e, OS MNABRTHTHERBEEALEHE
RbEE, aalk: ETRENY, ETHER,. BT1T
AR, ETELMNETHENZ. Y,

(1) BTFRENgEE -RERTZE, AHEN
HAFF RGN “fRLr” MEATHERTBIW], AEER.

(2) ETHERAEPIREIE: Bt—1#FET C
EEMMEES, HEHAGESRREE R
AT A . X, WARIE AT ERY Booki AT 24 BL AL 3 R () B 18
Him W EERXFMAaE S LAl k. FlnFAmEs
I — R B R ) BT A

[for circular list I as  ListHead next  starting
mit_task task netxt]. true=—container(l, Task. tasks next) in
AllTasks; []. true="munquenue curr in RunningTasks;

BT A fan s B ANES S ART AR
i, A EE - EGEE M. FHik, X#
Jrinfese il AR - R VR A ) A R M,
FHATEERNEGRIR. X, ETHLEFES
L aewEwt /> T/E&, mHEEW RIA ML, KRR
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