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An Approach for Protecting Linux Platform-runable from Being Tampered
JIANG Bin"’ ZHANG Jun’
L. School of Communication Engineering’ Hangzhou Dianat University’ Hangzhou Zhefiang 3100187 Ching’

L. Zhejiong Provincial Testing Institute of Electronic Information Products’ Hangzhou Zhejiang 310007 Chind!
Abstract:Pmtecting the integrity of applications is important to the security of an information system. This
paper introduces a framework for keeping the applications from being tampered. The basic idea of the frame-
work is as the following " firstly’ capturing the running request of an application according to security hooks’
then’ caleulating the current hash the application and compare it with the expected hash. If they mateh” it
means the application is trusted and the running request is granted ' otherwise untrusted and the running re—
quest is denied. We implement a prototype in the Linux platform’ and experimental results show that our ap-
proach can efficiently protect the integrity of applications.

Key words integrity * security module’ information security



MM B F R K ¥ FE R
2011 10 % 31 % F5# XAA
JOURNAL OF HANGZHOU

DIANZI UNIVERSITY
Vol. 31 No. 5 Oect-, 2011 Bimonthly
Started in 1981

HANGZHOU DIANZI KEJI DAXUE XUEBAO

EhBMr-METFHELSE Sponsor: Hangzhou Di
MIBHAR: M e THIA A FEFME S Editor and Publisher :
AT EMMT T EHEER
B iE-0571-86915100 = #:0571-86919103 Address: Shiasha High

i B 4% 5 - 310018 Hangzhou, Z

E-mail : hdxb@hdu.edu.cn _ China
ERET AHNEFRHEAFEREES Distributed : Editorial

RETAFRELEHNET S HDU

2 B 4 45 . 300385 Printed ; Printing Hou
21 Rl A% M M 5 Ep R R 2 8] (Hangzhou, C

ISSN1001-9146
E3 — : N =
E W g—F £ NG S (B FEIT)




	1.jpg
	2.jpg
	3.jpg
	4.jpg
	5.jpg
	6.jpg
	7.jpg
	9.jpg

