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Privacy-preserving Average Consensus Control for

Multi-agent Systems Under Deception Attacks

YING Chen-Duo’ WU Yi-Ming' XU Ming' ZHENG Ning' HE Xiong-Xiong’

Abstract This paper investigates the average consensus and privacy-preserving problem for discrete-time multi-
agent systems with deception attacks. First, considering the situation where there are eavesdroppers on the link
channel, a distributed node value reconstruction method based on the idea of state decomposition is proposed to
prevent the leakage of the initial information of the system. Then, under the constructed deception attack model, a
novel average consensus control method for multi-agent systems with undirected communication networks is pro-
posed, which uses the reconstructed node status information and combines with the secure acceptance and broad-
cast algorithm. Theoretical analysis shows that the proposed method can effectively protect the privacy of the ini-
tial state information of the nodes, and eliminate the influence of deception attacks in the links, and reach a con-
sensus. Finally, numerical simulation experiments verify the effectiveness of the proposed method.
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Fig.3 Network topology of multi-agent
system with 6 nodes
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