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Abstract— This article is concerned with the co-design of
privacy-preserving and resilient consensus protocol for a class of
multiagent networks (MANs), where the information exchanges
over communication networks among the agents suffer from
eavesdropping and Sybil attacks. First, we introduce a new
attack model in which an adversarial agent could launch a
Sybil attack, generating a large number of spurious entities in
the network, thereby gaining disproportionate influence. In this
communication framework, a whole-process privacy-preserving
mechanism is designed that is capable of protecting both initial
and current states of agents. Then, instead of existing methods
requiring identifying and mitigating Sybil nodes, a degree-
based mean-subsequence-reduced (D-MSR) resilient strategy is
implemented, showcasing its significant properties: 1) ensuring
the effectiveness of aforementioned designed privacy protection
strategy; 2) allowing the network to contain Sybil nodes without
elimination; and 3) reaching consensus among the normal agents.
Finally, several numerical simulations are provided to validate
the effectiveness of the proposed results.

Index Terms— Distributed secure control, multiagent networks
(MANs), privacy preservation, resilient consensus, Sybil attack.

I. INTRODUCTION

IN RECENT years, scholars and engineers have increasingly
focused on the secure coordinated problem of multiagent

networks (MANs), particularly in situations involving adver-
saries or misbehaving agents within networks (see, e.g., [1],
[2], [3], [4], [5], [6] and the references therein). One of the
critical issues is the secure consensus problem, whose goal
is to design distributed resilient control strategies and privacy
protection methods for multiple agents that ensure agreement
among the normal agents, even in the face of network attacks
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or manipulation by intruders, while simultaneously ensuring
that the status information of these agents remains secure.

Within current research concerning resilient consensus, the
predominant malicious attack models include denial-of-service
(DoS) attacks [7], [8], [9], [10], [11] and deception attacks
(also known as false data injection attacks) [12], [13], [14],
[15], [16], [17]. In DoS attacks, the adversary sends a large
number of access requests to maliciously block communica-
tion channels, making the legitimately transmitted information
between agents inaccessible. To improve resilience to such
attacks, Xu et al. [7] proposed a fully distributed secure
protocol, which uniquely prioritizes scalability and robustness
in the presence of distributed DoS attacks, ensuring asymp-
totic consensus for multiagent systems. Besides, the authors
in [9], [10], and [11] incorporated event-triggered control
methods into the design of resilient consensus protocols for
systems under DoS attacks. In the case of deception attacks,
the attacker uses counterfeit data or information, thereby
replacing the accurate information within the communication
networks. In [13], a resilient consensus algorithm against
deception attacks with generalized network robustness concept
and trusted edges was proposed. Usevitch and Panagou [14]
studied the resilient leader–follower consensus for discrete-
time multiagent systems under deception attacks.

Recently, a new type of attack known as the Sybil attack (or
spoofing) has gradually attracted the attention of researchers
in the field of networked systems [18], [19], [20], [21], [22].
In Sybil attacks, misbehaving agents generate numerous false
identities, gaining disproportionate network influence. Such
a kind of attack can significantly impair MANs, particu-
larly those executing consensus algorithms [18]. However,
most of the existing methods against Sybil attacks are based
on identifying malicious nodes and subsequently defending
them [18], [19], [20], [21], [22]. This requires the accu-
mulation of a large amount of feature data to assist the
identification, resulting in such methods requiring a high
resource overhead and poor real-time performance. Besides,
a necessary precondition for the resilient control algorithms
mentioned above against DoS attacks and deception attacks to
execute effectively is that the number of malicious agents (or
compromised links) in the network is bounded. However, Sybil
attacks can replicate malicious entities in the network without
restriction, making it difficult to meet this condition, thereby
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causing these existing resilient algorithms to lose their effect.
Therefore, the detrimental effects caused by Sybil attacks on
consensus algorithms motivate us to analyze and design a
novel, lightweight fault-tolerant control strategy. This strategy
is aimed at resisting such attacks without requiring specific
identification and removal and achieving consensus among the
normal agents, who adhere to pre-established control protocols
for state updates.

On the other hand, from a privacy perspective, the par-
ticipating agents may prefer not to disclose their initial or
current state values during the communication process to
achieve an agreement [23]. For instance, a group of agents may
wish to meet at a specific location while keeping their initial
locations confidential to other parties for specific reasons [24].
To remedy privacy concerns of MANs during the consensus
process, a series of privacy-preserving algorithms were pro-
posed, such as in [25], [26], [27], and [28]. In the earlier
work [25], a differential privacy synchronous mechanism was
proposed for the consensus problem. The basic idea behind
this method is to add a specific variation in random noise to
the information shared among agents. However, such method
of protecting privacy by adding random noise can introduce
errors in the accuracy of the final consensus value. Another
commonly adopted method is cryptography, which is capable
of encrypting the exchanged state information [28], [29],
[30], [31]. However, cryptography-based approaches often lead
to a high computational complexity, significantly increasing
the resource overhead. Very recently, Wang [32] proposed a
new method based on the concept of state decomposition,
which ensures the confidentiality of the node information
by preserving a segment of state data locally and using the
remaining for information exchange between adjacent nodes.
This type of method effectively overcomes the problem of
high computational overhead faced by cryptographic meth-
ods, while ensuring accurate consensus convergence values.
However, most of the aforementioned works only provide
the protection of the initial value rather than whole-process
protection. As the system approaches convergence, the nodes’
state information remains highly susceptible to potential leaks.

Another issue for the aforementioned privacy-preserving
algorithms is the lack of consideration for malicious attacks in
the network. The injection of false data or DoS attacks in the
network can easily invalidate these privacy protection methods.
Therefore, it is necessary to consider designing appropriate
consensus protocol that has both privacy protection capabilities
and attack tolerance. So far, there are few investigations
for resilient consensus problems under the privacy protec-
tion framework. Fiore and Russo [33] integrated differential
privacy with resilient consensus within a MAN containing
Byzantine agents and presented a distributed algorithm which
ensures that a consensus can be reached by nonadversarial
agents. Gusrialdi [34] introduced a unified control framework
designed to not only ensure resilient leader–follower consensus
in the face of deception attacks but also protect the state
value of the agents from eavesdroppers. Weng et al. [35] and
Zhang et al. [36], respectively, considered the design of a
consensus control protocol for joint privacy protection under
DoS attacks and deception attacks. Ying et al. [37] considered

the privacy-preserving and resilient consensus problem of
MANs under multiple cyber attacks, including deception
attacks and DoS attacks. Hu et al. [38] investigated the
privacy-preserving consensus strategy against the deception
attacks for secondary control of microgrids. However, to the
best of the authors’ knowledge, the existing resilient consensus
algorithms [8], [10], [12], [13], [14], [15], [16], including
the above-mentioned algorithms [33], [34], [35], [36], [37],
[38] that jointly consider privacy protection, cannot effectively
resist such Sybil attacks.

Motivated by the above observation, this work aims to
develop fully distributed privacy-preserving-based secure con-
sensus control strategies for MANs subject to Sybil attacks. In
this article, the following two questions need to be answered:
(Q1) How to design a control scheme so that the MANs
can achieve fault-tolerant consensus under Sybil attacks? (Q2)
How to integrate a privacy protection scheme into the designed
control scheme not only ensures the protection of the node’s
initial state information but also protects the state information
of subsequent moments without affecting the control objective.
When compared with the existing related works, the main
contributions of this article are as follows.

1) A new attack model is proposed from the perspective of
distributed control system, which can effectively depict
the behavior of Sybil attacks, i.e., a single malicious
node can forge a large number of false entities in
the graph, thus gaining a disproportionate influence in
the network. Compared with the previously established
attack models, the new model possesses the capacity to
render the majority of the existing resilient consensus
protocols invalid. This motivates us to develop new
attack resilient scheme and control protocol applicable
to such adversarial network environment.

2) To mitigate the effect of Sybil attacks and achieve the
consensus, a degree-based mean-subsequence-reduced
(D-MSR) resilient protocol is designed. Compared with
works in [18], [19], [20], [21], and [22], our method
does not need to identify specific Sybil nodes and, thus,
more lightweight.

3) A new privacy-preserving mechanism considering pro-
tecting the initial and current states of cooperative
agents is proposed. Compared with the differentially
private-based algorithms [24], [25], [26], [27] and
cryptography-based algorithms [28], [29], [30], [31],
[39], our proposed algorithm does not require a huge
computational resources, yet successfully obtain accu-
rate consensus value. In addition, all the above works
only protect the privacy of initial states of the agents,
while the method proposed in this article provides
protection for agents’ states throughout the whole pro-
cess, thereby further improving the privacy protection
capability.

The rest of this article is structured as follows. In Section II,
we present some relevant preliminaries and then formulate
the problem of interest. In Section III, the co-design of
distributed whole-process privacy-preserving mechanism and
resilient consensus protocol under Sybil attacks is provided.
Some simulations are performed in Section IV to validate the
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main results of this article. Finally, the conclusion is made in
Section V.

Notations: Let R and Z denote the set of real numbers and
integers, respectively. The set of integers greater than or equal
to some integer r is denoted Z≥r . Let A and B be two sets,
then |A| is the cardinality of set A, and we denote by A∪B,
A∩B, and A\B the union, intersection, and difference of the
sets, respectively. For any appropriately dimensioned matrix
A, AT represents the transpose of A, and r(A) represents the
rank of A.

II. PRELIMINARIES AND PROBLEM FORMATION

A. Graph-Related Notions

A weight undirected graph composed of N nodes can be
represented by G = {V, E, A}, where V = {1, 2, . . . , N } and
E ⊆ V × V indicate the set of nodes and the set of edges in G,
respectively. The connectivity between two nodes is denoted
by the weight matrix A = [ai j ] ∈ RN×N . If (i, j) ∈ E , then
we have ( j, i) ∈ E , which denotes that node i can exchange
information with node j and ai j = a j i > 0; otherwise, ai j =

a j i = 0. In this article, we do not consider the node self-loop
case, i.e., ai i = 0. The neighbor set of node i is denoted as
Ni = { j ∈ V|( j, i) ∈ E}, and its cardinality, termed as the
degree of node i , is denoted by di = |Ni |. A time-varying
graph is represented by G[k] = {V[k], E[k], A[k]} with k ∈
Z≥0 being the time index. Herein, the node set V[k], edge
set E[k], and adjacency matrix A[k] dynamically change over
time.

Based on the graph definitions provided above, to capture
the form of information redundancy in a graph, we use the
following topological properties named r-reachable set and
r-robust graph, which were proposed in [17] and slightly
modified in [12], respectively.

Definition 1 (r-Reachable Set [12]): A nonempty node set
A ⊂ V is said to be an r -reachable set if there exists a node
i ∈ A such that |Ni \A| ≥ r , r ∈ Z≥0.

Definition 2 (r-Robust Graph [12]): A graph G, compris-
ing N nodes (N ≥ 2), is said to be an r -robust graph if,
for every pair of disjoint sets A1, A2 ⊂ V , at least one is
r -reachable set.

B. Adversary Model

In this work, two potential threats to MANs are explored:
theft of system state information and disruption of system
consensus algorithms. To clearly express the impact of the
two types of attack intentions mentioned above on the system,
we have provided specific corresponding attack models.

1) Eavesdropper Model: Generally speaking, the purpose
of an eavesdropper is to steal sensitive information from the
system in a concealed manner, and his behavior itself will
not interfere with the system’s control algorithm. Specifically,
using hacking techniques, attackers intrude the system and
acquire details of the entire network’s topology. They hold
the capability to monitor and record the information sent and
received by any node within the network, thereby inferring
and obtaining the desired private information. According to

Fig. 1. Illustration of a MAN under Sybil attacks.

these behaviors, the definition of network eavesdropper can
be defined as follows.

Definition 3 (Network Eavesdropper): The network eaves-
dropper exists in a MAN, who has obtained the entire
network’s communication topology information, i.e., the adja-
cency matrix A, and can eavesdrop and record the information
transmitted in the edges of any node i ∈ V in the network.

2) Sybil Attack Model: Relative to DoS and Byzantine
attacks, the research on Sybil attacks in MANs remains lim-
ited [2]. In Sybil attacks, some vulnerable nodes in the network
generate multiple false mirrors actively under the manipulation
of the attacker, while some highly defensive nodes will be pas-
sively and unknowingly forged due to the attacker’s influence
[19], [20]. The primary objective of such actions is to gain the
majority of influence within the targeted system, to facilitate its
manipulation [18]. Traditional MSR-type resilient algorithms,
designed to withstand DoS or Byzantine attacks, typically
assume a fixed number of malicious nodes present in the net-
work during algorithm execution. However, in the case of Sybil
attacks, the number of malicious nodes (i.e., forged nodes) can
dynamically change over time, rendering the aforementioned
algorithms ineffective. As a result, the design of resilient
consensus algorithms faces greater challenges when dealing
with Sybil attacks, compared with DoS or Byzantine attacks.
Specifically, Sybil node refers to a type of fake node generated
by attackers who compromise normal nodes and clone their
identities. The behavior of Sybil node is summarized in the
following definition.

Definition 4 (Sybil Node): A node is called the Sybil node
if it possesses the following abilities and behaviors.

1) It can obtain all the information of the compromised
node, including the messages received and sent out;

2) It has a legitimate identity, that is, it will not be
recognized by other normal nodes in the network, so it
can establish communication links with the neighbors of
the compromised node, and send and receive information
with them;

3) It does not obey the prescribed control protocol and will
send false information to neighboring nodes.

Fig. 1 gives an illustration of a MAN under Sybil attacks
that have been discussed above. The attacker faked the iden-
tities of node j and k in the network and created multiple
independent Sybil nodes S j and Sk . The Sybil nodes have all
the relevant information of the compromised node. They can
establish communication edges with the neighbor node i of
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the compromised node and send and receive messages with i .
This not only allows them to steal information from normal
nodes i , j , and k but also send false information to interfere
with nodes i , j , and k. Obviously, a MAN can be maliciously
navigated to deviation when there are a large number of Sybil
nodes in the network.

C. Problem Formulation

Now, we formulate the problem of interest. We consider
a first-order discrete-time MAN consisting of N nodes. Each
node i decomposes its state xi into two substates, xα

i and xβ

i ,
and updates its state according to a prescribed control rule as
follows:

xi [k] =

{
(xα

i [k] + xβ

i [k])/2, k = 1
xi [k − 1] + ui [k − 1], k > 1

(1)

where k ∈ Z is the discrete-time index, and ui ∈ R is the
control input to be designed.

We consider the existence of eavesdroppers in the net-
work, who are secretly monitoring and collecting interaction
information between nodes. If the initial values and current
state values of the nodes in MAN cannot be known to
such eavesdroppers, then we say the network has achieved
whole-process privacy protection (WP-PP). Mathematically,
it can be defined as follows.

Definition 5: (Whole-Process Privacy-Preserving). We say
that a MAN has obtained WP-PP if, for any node i ∈ V ,
the initial state value xi [0] and the current state value xi [k],
k ≥ 1 cannot be inferred by eavesdroppers with any guaran-
teed accuracy.

Meanwhile, we consider the case that the network contains
normal nodes and Sybil nodes. Let the set A and set B[k]
denote the normal node set and the Sybil node set, respectively.
It is worth noting that the set of normal nodes remains fixed
throughout, while the set of Sybil nodes is time-varying due
to the characteristic of the Sybil attack model we have con-
structed. Let G[k] represent the MAN containing Sybil nodes,
and let xmin[k] and xmax[k] denote the minimum and maximum
state values of normal nodes i ∈ A at time k, respectively.
Then, based on the definition of resilient consensus in [12]
and [40], the Sybil-resilient consensus is defined as follows.

Definition 6: (Sybil-Resilient Consensus). Consider a MAN
under Sybil attacks, the network is said to have achieved a
Sybil-resilient consensus if, under any initial conditions, for
any node i, j ∈ A, the following two conditions are satisfied.

1) There exists a safety interval ϱ such that all regular
nodes’ state values satisfy xi [k] ∈ ϱ, for any k ≥ 0.

2) There exists a consensus value xC ∈ ϱ such that
limk→∞(xi [k] − xC) = 0, for any i ∈ A.

Remark 1: Most existing literatures [2], [10], [12], [13],
[37] define the safety interval by setting the minimum and
maximum values at the initial moments of all the regular nodes
as the boundaries of the interval. However, in this article,
we did not use such fixed values to define the safety interval.
Instead, we adopted a general and universal format. On one
hand, this consideration takes into account the differences
in the physical limits of nodes set in different scenarios in

practical systems. On the other hand, it facilitates the flexibility
of designers in the process of designing algorithms such
as state-decomposition-based mechanisms for designing the
transmission information values.

Remark 2: Compared with the open MAN model studied
in [41], [42], and [43], the main difference in our network
model is that the normal nodes in our network do not leave or
join the network. In other words, the normal nodes remain
fixed throughout the entire process, while Sybil nodes can
join or leave the network at any time (except for the initial
time). This consideration is made to facilitate the analysis
within the existing framework of resilient consensus problem.
If we were to simultaneously consider the departure or addition
of normal nodes to the network, it would introduce entirely
new challenges to controller design and even the modeling of
resilient consensus problem. This is beyond the scope of this
article’s discussion.

The main objective of this article is to design a secure
control protocol, so that the state values of all the regular nodes
can achieve consensus in the presence of Sybil attacks, and
meanwhile the state values are never known by eavesdroppers
during the execution of the control algorithm.

III. DESIGN OF SECURE DISTRIBUTED CONTROLLER

In this section, we present the co-design of whole-process
privacy-preserving mechanism and resilient consensus con-
trol of MAN subject to Sybil attacks, as well as the main
results of this article. Before that, we introduce the following
assumptions.

Assumption 1: The MAN under consideration in this article
is in a secure network environment at time k ≤ 1, i.e., no Sybil
attack is launched during this time interval.

Remark 3: This is a reasonable assumption because in a
real scenario, attackers usually need to discover the target and
find its vulnerabilities before carrying out the attack, which
requires a certain amount of time consumption. Such similar
assumption is also adopted in [44] and [45].

Assumption 2: In the MAN considered in this article, the
number of Sybil nodes is less than half of the neighboring
nodes around each normal node, i.e., there is at least one more
normal neighbor node than the Sybil neighbor node.

Remark 4: Considering the limited ability of attackers is
a commonly used assumption by researchers in the analysis
and design of distributed resilient controllers. There are two
main reasons for this: 1) considering the actual situation,
the attacker’s resources (i.e., the ability to launch an attack)
are usually constrained within a limited time and 2) if the
attacker’s capability is not limited, the design of secure and
effective control algorithms becomes extremely difficult and
impossible when the majority of nodes in the network are
malicious nodes.

A. Design of Whole-Process Privacy-Preserving Mechanism

This section is devoted to the design of the
privacy-preserving mechanism for MAN. To address the
privacy issues of the initial information and subsequent
interaction information of the nodes, we will divide it into
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two subproblems and design the corresponding solutions in
sequence.

First, privacy preservation of the initial state is addressed.
To realize this objective, an improved state decomposition
algorithm, inspired by Wang [32], is proposed. The fundamen-
tal idea of this algorithm is the decomposition of each node’s
initial state xi [0] into two random substates, denoted as xα

i [0]
and xβ

i [0]. Specifically, the substate values obtained from the
initial state may be any real number, conditional on the fulfill-
ment of xi [0] = (xα

i [0]+xβ

i [0])/2. The substate xα
i mirrors the

function of its original node, establishing interaction with the
xα

j substate of its adjacent node j . Conversely, the substate xβ

i
remains covert, exclusively communicating with xα

i , devoid
of interaction with neighboring nodes. We incorporate the
essence of this algorithm and propose our update rules, as
follows:

xα
i [1] = xα

i [0] +
∑
j∈Ni

ai j [0](xα
j [0] − xα

i [0])

+ai,αβ(xβ

i [0] − xα
i [0])

xβ

i [1] = xβ

i [0] + ai,αβ(xα
i [0] − xβ

i [0])

(2)

in which ai,αβ is the private coupling weight between the two
substates xα

i [0] and xβ

i [0].

Algorithm 1 ISD Algorithm
Input: Node initial state xi [0]

1 initialize generate xα
i [0], xβ

i [0] with constraints.
2 transmit xα

i [0] to neighbors.
3 for j ∈ Ni do
4 receive xα

j [0].
5 store I i

N [0] = {x
α
j [0]| j ∈ Ni } → Si .

6 end
7 update state value xi [1] via (1) and (2).

Output: xi [1], I i
N [0]

Remark 5: Compared with [32], our algorithm eliminates
the need for a preset parameter ε. In the original algorithm,
this parameter is necessary to ensure that ε ∈ (0, (1/Ξ)], Ξ :=

maxi=1,2,...,N |Ni |, which in turn required nodes to acquire
global network information before the update rules could
be fully distributed. Besides, it is observed that the use of
update rules in [32] permeates the entire process of system
implementation toward convergence. However, if we only
consider the privacy protection of the initial states, it is not
necessary to have these update rules involved throughout
the entire consensus process. Therefore, our algorithm only
operates in the initial steps and is no longer executed in
subsequent updates.

The revised version of the state decomposition algorithm is
illustrated in Algorithm 1, where Si denotes the autonomous
storage memory of node i .

Now, we are going to discuss how privacy can be preserved
during the subsequent interaction of information between
network nodes. Inspired by Feng et al. [29], we propose a
distributed mechanism for handling the current state values
of nodes, which is named as latest state discrepancy (LSD)
algorithm. This method revolves around the premise that nodes

communicate through discrepant information, termed as state
difference. It is denoted by 1i

j [k] = xi [k] − x j [k − 1], where
1i

j [k] represents the discrepant information transmitted from
node i to node j . The LSD algorithm at step time k ≥ 1 is
summarized in Algorithm 2.

Algorithm 2 LSD Algorithm

Input: Node state xi [k], I i
[k − 1]

1 for j ∈ Ni do
2 read I i

N [k − 1] ← Si .
3 if k = 1 then
4 encrypt 1i

j [1] = xi [1] − xα
j [0].

5 end
6 else
7 encrypt 1i

j [k] = xi [k] − x j [k − 1].
8 end
9 transmit 1i

j [k] to node j .
10 end
11 for j ∈ Ni do
12 receive 1

j
i [k] from node j .

13 if k = 1 then
14 decrypt x j [1] = xα

i [0] +1
j
i [1].

15 end
16 else
17 decrypt x j [k] = xi [k − 1] +1

j
i [k].

18 end
19 store x j [k].
20 end

Output: I i
N [k] = {x j [k]| j ∈ Ni }

Finally, we propose a distributed privacy protection
algorithm, called the WP-PP algorithm, which combines
the ISD algorithm for initial state information and the
LSD algorithm for subsequent state information of nodes.
Algorithm 3 displays the pseudocode of the WP-PP algorithm.

Algorithm 3 WP-PP Algorithm
Input: Node initial state xi [0]

1 initialize node i create storage memory Si .
2 process ISD(xi [0]) to obtain xi [1], I i

N [0].
3 for k = 2, 3, 4, . . . do
4 read xi [k − 1], I i

N [k − 2] ← Si .
5 process I i

N [k − 1] = LSD(xi [k − 1], I i
[k − 2]).

6 update state value xi [k] via (1).
7 store xi [k], I i

N [k − 1] → Si .
8 end

Output: Node updated state xi [k]

Remark 6: The core idea of differential privacy is to add
noise to shared information [24], [26], [27], [33], [46].
By introducing noise, there is a tradeoff between privacy
and accuracy of the results. When a larger amount of noise
is added, it is difficult to guarantee the accuracy of the
consensus result. On the other hand, when the amount of
noise added is smaller, the privacy protection effect is not
ideal. Compared with the differentially private algorithm, our
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developed decomposition-based algorithm can ensure accurate
consensus results.

Theorem 1: Consider MAN (1) over adversarial network
with eavesdroppers and Sybil attacks, if each regular agent
i ∈ A within G[k] applies the WP-PP algorithm, then its
privacy of state value information can be protected through
the whole process.

Proof: We first prove the privacy preservation of the initial
state. Consider the situation where there is an eavesdropper
in the network. For generality, let xi [0] represent the initial
state of node i , which the eavesdropper aims to infer. Upon
executing WP-PP algorithm, the initial state xi [0] can be
computed from xα

i [0] + xβ

i [0] = 2xi [0]. Notably, xα
i [0] is

publicly available for iteration. Consequently, deducing the
initial state of node i is akin to inferring the value of xβ

i [0]. Let
I i

e[1] denote the set embodying all information about node i
that the eavesdropper can gather at k = 1, detailed as follows:

I i
e[1] =

{
xα

i [1]; xα
i [0]; xα

j [0], ai j [0], j ∈ Ni
}
.

By converting the initial update rule (2), the value of xβ

i [0]
can be calculated by

xβ

i [0] =
1

ai,αβ

xα
i [1]−xα

i [0]−
∑
j∈Ni

ai j [0]
(
xα

j [0]− xα
i [0]

)
+ xα

i [0]. (3)

The eavesdropper is capable of attaining all the values
that on the right-hand side of (3), with the exception of the
coupling weight value ai,αβ . It is excluded because it is situated
privately within node i and does not engage in the exchange
of external information. Consequently, the eavesdropper is
incapable of inferring the value of xβ

i [0] from (3), thereby
being unable to determine the initial value of node i , which
proves that the privacy of the initial state xi [0] is protected.

Next, we prove that WP-PP provides privacy protection for
the current state value. In addition, we use xi [k] to denote the
state of node i that the eavesdropper tries to infer. The set
of iteration information accessed by eavesdropper at time k,
where k ≥ 2, is

I i
e[k] = I i

e[1]
⋃{

k⋃
k=2

(1i
j [k − 1], 1 j

i [k − 1], ai j [k], j ∈ Ni )

}
.

Based on the collected information set above, eavesdropper
wants to infer the state value xi (k), which is equivalent to
solving the following nonhomogeneous linear equation:

Áx = b (4)

where n = 2|Ni | + 1,

Á = [ái j ](n−1)×n =

 1 1 · · · 0
...

...
. . .

...

1 0 · · · 1

 (5)

x =
[
xi [k], x j [k − 1], . . . , x j [k + 1], . . .

]T (6)

b =
[
∆i

j (k), . . . , ∆
j
i (k), . . .

]T
. (7)

Since r( Á, b) = r( Á) < n, (4) has an infinite number of
solutions. Therefore, the state value xi [k] of any agent cannot
be estimated with guaranteed accuracy by eavesdroppers.

Based on the above two steps of proof, we know
that MAN (1) under WP-PP algorithm can achieve the
whole-process privacy preservation.

Remark 7: Note that [29] also addresses the issue of privacy
preservation throughout the whole process for MAN. However,
the proposed algorithm in [29] requires the use of RSA or
other public-key cryptography, which limits its practicality for
distributed MAN systems with weak computing and commu-
nication capabilities of a single agent. Our proposed method,
on the other hand, avoids the shortcomings of cryptographic
methods. It has very lightweight computational overhead and
is not constrained by other third-party secure communication
constraints.

B. Design of Sybil-Resilient Consensus Algorithm

The aforementioned mechanism ensures the privacy of
both the initial state and subsequent interaction information
throughout the entire process. We now present a distributed
control algorithm called D-MSR, enabling MANs to achieve
resilient consensus even under Sybil attacks.

Algorithm 4 D-MSR Algorithm
Input: Node initial state xi [0]

1 initialize storage space Si .
2 if k = 1 then
3 for i ∈ V do
4 process ISD(xi [0]).
5 record node degree di [1] in this moment.
6 end
7 end
8 if k > 1 then
9 for i ∈ V do

10 process LSD(xi [k]).
11 record the current node in-degree di [k]
12 if di [k] = di [1] then
13 Ri [k] = N B

i [k].
14 end
15 else
16 get the deviation ζi [k] = di [k] − di [1].
17 derive Ri [k] by deleting the largest ζi [k]

messages and the smallest ζi [k] messages
from set N B

i [k].
18 end
19 end
20 end
21 update node state xi [k] via (8).

Output: Node updated state xi [k].

Specifically, each node i ∈ A initially uses the security time
mentioned in Assumption 1. During this time, node i not only
executes ISD algorithm to protect its initial state value but
also records its current in-degree value, which we denote as
di [1]. From time k ≥ 2, the attacker may initiate Sybil attacks,
whereby some nodes unknowingly and passively fake their
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identities at the behest of the attacker. The attacker stealthily
introduces several fake Sybil nodes and forged links into
the message interactions across the network. As a result, the
regular nodes affected by these Sybil nodes receive additional
messages, causing their state update rulers to be confused.
In response to this situation, node i begins by sorting all the
collected state messages. The difference between the in-degree
value at the current time di [k] and the in-degree at the initial
time di [1] is calculated and denoted as ζi [k]. Then, node i
eliminates both the largest ζi [k] and smallest ζi [k] messages
from the sorted set. The set of nodes that have remaining
interaction messages is denoted as Ri [k] and is used for
computations involved in participating in the state update. Note
that the form of control input ui [k − 1] can be selected as
desired; in this article, we choose the controller as follows:

ui [k − 1] = hi

∑
j∈Ri [k]

ai j [k − 1](x j [k − 1] − xi [k − 1])

where hi > 0 is the control gain. Let ϵi j [k − 1] :=
hi

∑
j∈Ri [k] ai j [k − 1], the time k > 1 part of (1) can be

expressed as

xi [k] = (1− ϵi j [k − 1])xi [k − 1] + ϵi j [k − 1]x j [k − 1]. (8)

We summarize the distributed Sybil-attack resilient consen-
sus control algorithm in Algorithm 4.

Theorem 2: Consider the MAN (1) subject to Sybil attacks.
Suppose that Assumptions 1 and 2 hold. If the initial network
topology satisfies an r -robust graph, each regular agent i ∈ A
updates its state with the D-MSR algorithm, and the gain hi

follows the selection strategy γ < hi ai j [k] < 1, 0 < γ <

1,∀ j ∈ Ni , the resilient consensus can be realized, where the
safety interval is given as ϱ = [mini xi [1], maxi xi [1]].

Proof: First, we show that Condition 1) of Definition 6
holds with ϱ, i.e., xi [k] ∈ [mini xi [1], maxi xi [1]] for all
k ≥ 2 and i ∈ A. By the definition of r -robust graph, we
know that each node i in the initial network will receive
at least r messages from its neighboring nodes. According
to Assumption 1, at time k = 1, no attack has occurred
in the network. Therefore, we can obtain the in-degree of
node i at this moment is di [1] = di [0] ≥ r . Meanwhile,
according to Assumption 2, we know that for node i from
time k ≥ 2, it will receive at most r − 1 information values
from Sybil nodes. We denote si [k] as the number of values
received from Sybil nodes by node i at time k. Therefore,
we have ζi [k] = di [k] − di [1] = si [k] ≤ r − 1. Then,
according to Algorithm 4, the current time each node will
remove the top ζi [k] largest and smallest state values from the
information set collected in this round. After that, the number
of remaining values in the set Ri [k] will be di [k] − 2ζi [k] =
di [0] − si [k] ⩾ r − (r − 1) = 1. This ensures that at least
one external information value is involved in the state update
of node i . Meanwhile, under the processing mechanism of
D-MSR, the remaining message in Ri [k] will always fall
within the interval [xmin[k − 1], xmax[k − 1]], regardless of
whether the fake message received by node i is within the
interval [xmin[k − 1], xmax[k − 1]] or not.

By the gain hi satisfying γ < hi ai j [k] < 1, we know that
ϵi j [k−1] > 0. Let xmin[k] and xmax[k] denote the smallest and

largest values of xi [k], i ∈ V , respectively, it follows from (8)
that

xi [k] = (1− ϵi j [k − 1])xi [k − 1] + ϵi j [k − 1]x j [k − 1]
≥ (1− ϵi j [k − 1])xmin[k − 1]
+ ϵi j [k − 1]xmin[k − 1]
= xmin[k − 1].

Similarly, under the chosen gain hi , the right-hand side
of (8) forms a convex combination of xi [k − 1] and the
values in Ri [k], and therefore xmin[k] ≥ xmin[k − 1]. We have
similar arguments for the regular agents with safety variable
xi [k] ≤ xmax[k− 1] and xmax[k] ≤ xmax[k− 1]. Combining the
above relationships, we obtain that

xmax[1] ≥ xmax[k − 1] ≥ xi [k] ≥ xmin[k − 1] ≥ xmin[1].

Thus, based on the definition of safety interval ϱ =

[mini xi [1], maxi xi [1]], we have xi [k] ∈ ϱ, for any k ≥ 0.
In the remaining part of the proof, we strive to establish con-

sensus among the regular nodes, i.e., we show that Condition
2) of Definition 6 holds with our proposed algorithm. From
the aforementioned analysis, it is evident that both xmax[k] and
xmin[k] are monotonically bounded functions with respect to
time k. As time k tends to infinity, it is expected that a defini-
tive maximum state value x ′max and a definitive minimum state
value x ′min will eventually be attained. Evidently, consensus
among all the regular nodes in the network can be achieved
if x ′max = x ′min. We prove this by contradiction. Suppose that
x ′max > x ′min, and further, assume that there exists a constant
φ0 > 0 such that x ′max − φ0 > x ′min + φ0. Let

Lmax(k, 8) = {i ∈ V | xi [k − 1] > x ′max −8}

and

Lmin(k, 8) = {i ∈ V | xi [k − 1] < x ′min +8}

represent the sets of nodes with state values greater than x ′max−

8 and less than x ′min + 8 at time k − 1, respectively. Then
one can always choose a suitably small quantity φ such that
φ < (γ n/(1−γ n))φ0, with the constraint φ0 > φ > 0. Given a
specific time point kφ , we ensure that xmax[kφ−1] < x ′max+φ

and xmin[kφ − 1] > x ′min − φ. Since xmax[k] and xmin[k] are
monotonically bounded functions, it follows that xmax[kφ −

1 + c] < x ′max + φ and xmin[kφ − 1 + c] > x ′min − φ, where
c ∈ Z≥0. We also define a recursively generated sequence
φg = γφg−1 − (1 − γ )φ, where g ∈ Z≥1. It is evident that
φg−1 > φg .

We first consider sets Lmax(kφ, φ0) and Lmin(kφ, φ0). Under
Assumptions 1 and 2, in a MAN that satisfies the condition
of an r -robust graph, during the execution of the D-MSR
algorithm, after node i receives all the neighbor information
at time kφ , it will remove the top ζi [kφ] values and the
bottom ζi [kφ] values from the neighbor set. Based on our
previous analysis, the remaining values will all fall within the
interval [xmin[kφ−1], xmax[kφ−1]]. Without loss of generality,
we assume that node i is in the set Lmin(kφ, φ0). In the worst
case, node i can only use one message from Ri [kφ] as update

Authorized licensed use limited to: HANGZHOU DIANZI UNIVERSITY. Downloaded on July 10,2025 at 04:03:47 UTC from IEEE Xplore.  Restrictions apply. 



12034 IEEE TRANSACTIONS ON NEURAL NETWORKS AND LEARNING SYSTEMS, VOL. 36, NO. 7, JULY 2025

input. Let j represent the node corresponding to this message.
Then, it follows from (8) that

xi [kφ] = (1− ϵi j [kφ − 1])xi [kφ − 1]
+ ϵi j [kφ − 1]x j [kφ − 1]
≥ (1− ϵi j [kφ − 1])xmin[kφ − 1]
+ ϵi j [kφ − 1](x ′min + φ0)

> (1− ϵi j [kφ − 1])(x ′min − φ)

+ ϵi j [kφ − 1](x ′min + φ0)

= x ′min + ϵi j [kφ − 1]φ0 − (1− ϵi j [kφ − 1])φ
> x ′min + γφ0 − (1− γ )φ

= x ′min + φ1. (9)

In the case where node i is in set Lmax(kφ, φ0), it holds that

xi [kφ] = (1− ϵi j [kφ − 1])xi [kφ − 1]
+ ϵi j [kφ − 1]x j [kφ − 1]
≤ (1− ϵi j [kφ − 1])xmax[kφ − 1]
+ ϵi j [kφ − 1](x ′max − φ0)

< (1− ϵi j [kφ − 1])(x ′max + φ)

+ ϵi j [kφ − 1](x ′max − φ0)

= x ′max − ϵi j [kφ − 1]φ0 + (1− ϵi j [kφ − 1])φ
< x ′max − γφ0 + (1− γ )φ

= x ′max − φ1. (10)

We now consider the sets Lmax(kφ + 1, φ1) and Lmin(kφ +

1, φ1). Using the aforementioned analysis, it can be deduced
that at time kφ , the state value of at least one node in the
set Lmax(kφ + 1, φ1) is smaller than x ′max − φ1, or the state
value of at least one node in the set Lmin(kφ + 1, φ1) exceeds
x ′min + φ1. Hence, with the definition of Lmax(kφ + 1, φ1) and
Lmin(kφ + 1, φ1), it is easy to check that |Lmax(kφ + 1, φ1)| +

|Lmin(kφ + 1, φ1)| < |Lmax(kφ, φ0)| + |Lmin(kφ, φ0)|.
Finally, we recursively advance c steps in the above analysis

process, with c ≤ n. Note that at least one of the sets Lmax(kφ+

c, φc) and Lmin(kφ + c, φc) is empty. If Lmax(kφ + c, φc) is
empty, according to the definition of Lmax(k, 8), xi [kφ + c−
1] ≤ x ′max − φc. Similarly, if Lmin(kφ + c, φc) is empty, then
xi [kφ + c− 1] ≥ x ′min+φc. Therefore, if φc > 0, it contradicts
the monotonic convergence of the node’s maximum state and
minimum state toward x ′max and x ′min, respectively. Recalling
the premises 0 < γ < 1 and φ < (γ n/(1− γ n))φ0, we have

0 < γ nφ0 − (1− γ n)φ ≤ γ cφ0 − (1− γ c)φ

= γ cφ0 − (1− γ )(1+ γ + · · · + γ c−1)φ

=
...

= γ 2φc−2 − γ (1− γ )φ − (1− γ )φ

= γφc−1 − (1− γ )φ

= φc.

So the contradiction is there. It shows that φ0 must be zero,
and we get x ′max = x ′min, which completes the proof.

Theorem 3: Considering MAN (1) under the presence of
eavesdroppers, if the network topology satisfies an r -robust
graph and each nodes follow the given D-MSR algorithm for

updating their state values, the system will eventually achieve
average consensus, i.e.,

lim
k→∞

xi [k] =
1
N

N∑
j=1

x j [0]

while ensuring WP-PP of the nodes’ state values.
Proof: Since the D-MSR algorithm we designed in this

article incorporates the WP-PP mechanism, one can use a
similar analytical approach as stated in Theorem 1 to easily
obtain the proof that the values of node states are fully
protected throughout the entire process.

Therefore, we only prove that under the given network
topology conditions, the system can ultimately achieve the
average consensus. First, we prove that if each node i ∈ V
within G applies the update rules specified in (1) and (2),
the cumulative state of all the nodes remains consistent after
one iteration. At time k = 0, as node i ∈ V decomposes its
own initial state xi [0] into two substates xα

i [0] and xβ

i [0] with
predefined constraints, all the nodes in the network perform
one iteration according to the update rules (2) and derive xi [1]
from (1). Now, we have

xi [1] =
1
2
(xα

i [1] + xβ

i [1])

=
1
2

(
xα

i [0] + xβ

i [0] +
∑
j∈Ni

ai j [0](xα
j [0] − xα

i [0])

+ ai,αβ(xβ

i [0] − xα
i [0])+ ai,αβ(xα

i [0] − xβ

i [0])
)

=
1
2

(
xα

i [0] + xβ

i [0] +
∑
j∈Ni

ai j [0](xα
j [0] − xα

i [0])
)

.

(11)

Let
N∑

i=1

xi [1] =
1
2

N∑
i=1

(xα
i [0] + xβ

i [0])

+
1
2

N∑
i=1

( ∑
j∈Ni

ai j [0](xα
j [0] − xα

i [0])
)

. (12)

Recall the definition of undirected graph, we have ai j [k] =
a j i [k],∀i, j ∈ V and thus

ai j [0](xα
j [0] − xα

i [0]) = a j i [0](xα
j [0] − xα

i [0]). (13)

Substituting (13) into (12) and we have

N∑
i=1

xi [1] =
1
2

N∑
i=1

(xα
i [0] + xβ

i [0])

+
1
2

N∑
i=1

( ∑
j∈Ni

ai j [0](xα
j [0] − xα

i [0])
)

=
1
2

N∑
i=1

(xα
i [0] + xβ

i [0])+ 0

=

N∑
i=1

xi [0] (14)
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Fig. 2. Topology of the MAN consisting of seven nodes (including five
normal nodes and two Sybil nodes).

which implies that the sum of states of all the nodes remains
invariant after one iteration update.

According to Lemma 1 in [17], an r -robust graph guarantees
a connected network. From time k = 1, in the absence
of any Sybil nodes, the D-MSR mechanism maintains a
constant node in-degree di [k] = di [1] without discarding any
information about its neighboring nodes during the process
of state updating, thus ensuring the aforementioned structure
of an undirected connected graph. Then, based on the find-
ings of consensus under time-varying weights [47], accurate
average consensus can be achieved, i.e., limk→∞ xi [k] =
x̄ = (1/N )Σ N

j=1x j [1]. Further making use of the fact (14)
leads to the conclusion that all the node states converge to
(1/N )Σ N

j=1x j [0].
It is worth noting that in Theorem 3, we only consider the

presence of eavesdroppers in the MAN. The purpose of this is
to verify that the proposed privacy protection mechanism can
achieve accurate average consensus without malicious attacks.
At the same time, this also indicates that although Sybil attacks
cannot disrupt the system’s resilient consensus process, they
can prevent the system from achieving the accurate average
consensus goal.

IV. SIMULATION EXAMPLES

In this section, we use several numerical experiments to
validate our theoretical results.

Consider a MAN composed of seven nodes, whose commu-
nication topology is depicted in Fig. 2. The initial state of each
node corresponds to its serial number, with an array state of
[1, 2, 3, 4, 5] and yielding an average value of xa[0] = 3. Each
node in the network executes the D-MSR algorithm and has a
control gain set to hi = 0.125. To ensure initial state privacy,
ai,αβ is randomly selected from the set of real numbers. The
adjacency matrix is selected as a binary matrix, that is, ai j is
set to 1 if there is an interaction between nodes and 0 in other
cases. Simulations are carried out for both the eavesdropper
case and Sybil attack case.

In the first simulation, we assume that the eavesdropper
is interested in obtaining the state information of the nodes

adjacent to node 3 and constructs the following observer to
infer their initial values xi [0]:

mi [k + 1] = mi [k] + xi [k + 1]
− (xi [k] + hi ai3[k](xi [k] − x3[k])) (15)

where mi [k] denotes the value of node i computed by node
3 at time k. Fig. 3 shows the initial state of the neighboring
nodes calculated by node 3 and trajectories of MAN with the
ISD algorithm. The red dashed line with crosses indicates the
calculated value of node 3 over time, and the dashed lines
of different colors indicate the initial state of different target
nodes. As seen in Fig. 3, the initial states of all the neighboring
nodes of node 3 are protected.

Next, we verify the privacy protection capability of each
node in the MAN for the current moment’s state value.
The value observed by an eavesdropper for node i at time
k is denoted as ei [k]. Fig. 4 illustrates the trajectories of
nodes without the privacy-preserving method for subsequent
interaction information. The solid lines of various colors
represent the actual state trajectories of each node, while the
dashed lines with crosses of different colors represent the
eavesdropped state trajectories by the eavesdropper. As illus-
trated in Fig. 4, when the subsequent interaction information
privacy-preserving method is not used, the eavesdropper can
directly access the actual node state at any k ≥ 2. Fig. 5 depicts
the MAN trajectories using the proposed LSD method. Evi-
dently, the LSD method efficiently safeguards all subsequent
interaction information subsequent to obfuscation of the node’s
initial state.

The simulation conducted in both the aforementioned
groups illustrates that our proposed method effectively pre-
vents the inference of nodes within the MAN network,
regardless of their initial state or subsequent interaction
information. As a result, privacy is preserved consistently
throughout the whole process.

In the second simulation, we illustrate the effectiveness
of the D-MSR algorithm for the MAN under Sybil attacks.
Considering a scenario where the attacker targets nodes 2 and
4 to instigate Sybil attacks, creating fraudulent Sybil nodes,
designated as S2 and S4. These Sybil nodes possess complete
informational knowledge about their corresponding regular
nodes, enabling them to generate forged communication links
(represented as red dashed lines) with all the nodes connected
to the original node, as illustrated in Fig. 2. Starting from
time k = 2, the Sybil nodes send extreme values that exceed
the safety interval, Namely, xS2[k] = −2 and xS4[k] = 8,
k ≥ 2, attempting to interfere with the consensus process of
adjacent nodes 1, 3, and 5. By running D-MSR algorithm, the
trajectories of five regular nodes are shown in Fig. 6, which
is evident that each node has successfully achieved resilient
consensus. Furthermore, the state value assigned to each node
remains encapsulated within the interval [xmin[1], xmax[1]].
Further consider the case when the state values of Sybil
nodes fall inside [xmin[1], xmax[1]]. Here, xS2[k] = −1 and
xS4[k] = 6 are taken as examples. By running the D-MSR
algorithm, the trajectories of five normal nodes are shown in
Fig. 7, which clearly indicates that network consensus can
be achieved but not on average. Note that while it is not
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Fig. 3. Trajectory curves of the states of the eavesdropped nodes in the
network under ISD algorithm. (a) Eavesdropping target node 1. (b) Eaves-
dropping target node 2. (c) Eavesdropping target node 4. (d) Eavesdropping
target node 5.

average consensus, it still conforms to Definition 6, which
is Sybil-resilient consensus. No matter whether Sybil nodes
send extreme values or values in the safety interval, attackers
tend to choose more convenient attack methods for the sake

Fig. 4. Trajectory curves of the states of five normal nodes without
subsequent interaction information privacy-preserving mechanism.

Fig. 5. Trajectory curves of the states of five normal nodes under LSD
algorithm.

of cost and minimum attack footprint, so we only discuss
constant state values here. However, considering variable
attacker behavior and state values is a worthy direction for
future research.

We then remove links (1, 3) and (3, 5) in Fig. 2, prompt-
ing the topology among the agents to no longer meet the
conditions for being 3-robust. By applying the definition of
a robust graph, it can be discerned that the network topol-
ogy has transformed into a two-robust graph, a conclusion
drawn from inspecting every nonempty disjoint pair of subsets
within V . Therefore, according to Theorem 2, we identify that
the maximum allowable Sybil node in the current network
configuration is one. The trajectories of the five agents are
presented in Fig. 8, where the resilient consensus cannot
be reached in the network with more than one Sybil node
(actually two Sybil nodes).

To evaluate the performance of the proposed algorithm in
larger scale MANs, and to compare the computational and
communication overhead required by the proposed algorithm
with standard consensus algorithm, we considered a MAN
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Fig. 6. State trajectories of the nodes in the MAN that satisfies the required
network robustness.

Fig. 7. State trajectories of the nodes in the MAN that Sybil nodes’ state
value inside [xmin[1], xmax[1]].

Fig. 8. State trajectories of the nodes in the MAN that do not satisfy the
required network robustness.

consisting of 51 nodes, including 49 normal nodes and two
Sybil nodes generated by Sybil attacks. The communication
topology of the network is shown in Fig. 9, which is con-
structed based on Theorem 5 in [12] to ensure a 3-robust

Fig. 9. Topology of the MAN consisting of 51 nodes (including 49 normal
nodes and two Sybil nodes).

Fig. 10. Overhead comparison between the D-MSR algorithm and baseline
consensus algorithm.

communication graph. The normal nodes in the network were
updated using the control method proposed in this article,
and the final experimental results are shown in Fig. 10.
It can be observed that despite the influence of false values
sent by Sybil nodes, the states of all the normal nodes in
the network eventually reach consensus and converge within
the safety interval. In addition, the blue curve in Fig. 10
represents the trajectory of state updates under the standard
consensus algorithm executed by nodes in the same simulation
environment (without considering Sybil attacks). Comparing
the trajectory curves of our algorithm and the standard con-
sensus algorithm, it can be seen that the convergence time
of the two is almost the same, indicating that the additional
costs brought by our algorithm in terms of communication
and computation are very small compared with the standard
consensus algorithm.
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V. CONCLUSION

In this article, we focused on the study of privacy security
and consensus control in the realm of MANs. In particular,
we introduced Sybil model and eavesdropper model that con-
sider the characteristics of multiple targets and nondestructive
attacks in distributed MANs. Then, WP-PP is proposed, which
creatively combines the characteristics of distributed control
networks with information security to provide whole-process
protection for the privacy of nodes’ states. The proposed
privacy-preserving mechanism, without needing the crypto-
graphic methods or the assistance of a trusted third party,
effectively reduces the computational and communication
burden. For the consensus issues, the D-MSR algorithm is
designed to remove the impact of Sybil nodes. In addition,
sufficient conditions are obtained to determine the network
communication topology requirements and the control gain.
Extensive simulations were included to illustrate the theoreti-
cal results.
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