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Abstract—This paper investigates the consensus problem of
multi-agent systems in heterogeneous networks against Byzantine
attacks. Heterogeneous networks consist of different subsystems,
and existing resilient consensus controllers for heterogeneous
networks require specifying specific protocols for each subsystem,
with no possibility for interaction between agents in different
subsystems. In this study, we present a novel framework, based
on hypergraph theory, for representing the complex connections
within heterogeneous networks. These networks consist of diverse
subsystems, including both discrete and continuous components,
and also involve diverse update strategies. Based on the network
model, a unified distributed resilient consensus protocol based
on Weighted-Mean-Subsequence-Reduced (W-MSR) algorithm is
developed and network connectivity conditions are provided in
the presence of Byzantine attacks. Finally, the simulation results
demonstrate the effectiveness of the proposed algorithm and
support the main theoretical findings.

Index Terms—Resilient consensus, heterogeneous networks,
hypergraph theory, attack tolerance

I. INTRODUCTION

Coordination in distributed systems has attracted substantial
research due to its critical role in ensuring efficient and reliable
operations across various fields, such as telecommunication
networks [1], smart grids [2], and drone formations [3]. A
fundamental topic in this area is the consensus problem, where
agents in systems communicate only with their neighbors
and reach an agreeable objective. With the advancement of
technology, many existing applications are based on consensus
in recent years, such as distributed optimization [4], state
estimation [5], and robot formation [6].

The traditional consensus problem involves all agents in
a homogeneous system adopting a definitive update strategy
to achieve consensus [7]. Considerations are typically limited
to either continuous systems [8] or discrete systems [9]
exclusively. However, real-world network systems are often
complex systems formed by the coupling of multiple hetero-
geneous networks [10], [11], which may be either discrete
or continuous. This results in recent research have shifted
focus to the consensus problems in heterogeneous systems.
The heterogeneity of the system can primarily be reflected
in two aspects: (i) the differing nature of subsystems (e.g.,
discrete or continuous systems); (ii) the variation in update
strategies among subsystems.

In [12], the network comprises both continuous and discrete
subsystems, and three distinct update strategies are explored
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to attain consensus. Moreover, [13] expands on this finding
and applies it to hybrid second-order systems. In [14], a
game model is utilized to construct the system consisting
of continuous and discrete subsystems, with update strategies
derived from a game-theoretic approach. Switched heteroge-
neous systems achieving consensus are studied in [15], while
[16] focuses on consensus protocols for scaled consensus of
switched multi-agent systems.

The aforementioned results do not consider the scenario
where the system is under attacks. However, as heterogeneous
systems often operate in open and complex environments,
there may be different types of attacks like eavesdropping,
blocked communication, and false data injection attacks. There
are also many countermeasures as detection, strengthening the
signal-to-noise ratio, and filter extremum. One of the common
attacks is false data injection attack where malicious nodes
within the system do not follow the predetermined update
strategies, rendering the potential faults and damages to the
systems. To address this challenge, some consensus algorithms
for countering attacks have been proposed within heteroge-
neous systems. For instance, [17] investigates the conditions
under which consensus can be achieved using the R-censoring
strategy in heterogeneous systems composed of discrete and
continuous subsystems, in the presence of malicious nodes.
[18] studies the consensus of heterogeneous complex networks
under attacks. The paper [19] conducts an analysis of a
specific class of consensus protocols designed to address
Byzantine agents. Additionally, [20] focuses on the study of
resilient consensus control in systems that incorporate leaders.
Furthermore, both [21] and [22] explore another variant of
group consensus in the presence of Byzantine attacks.

Despite the impressive works mentioned, more general
scenarios in heterogeneous systems presented with Byzantine
agents have been few considered. We consider that each
subsystem employs an independent update strategy, and each
node may simultaneously be a part of two or more subsys-
tems. This situation is prevalent in the real world, such as
when multiple clusters of unmanned aerial vehicles (UAVs)
operate cooperatively, leading to variations within different
clusters. However, some individual UAVs belong to different
clusters at the same time. At this point, the system internally
displays a more complex logical topology, which cannot be
adequately described using traditional graph theory tools. The
hypergraph model, being more generalized than a traditional
graph, effectively represents the intricate logical relationships
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between agents [23]. In this paper, we introduce hypergraph
theory, utilizing hyperedges to represent different subsystems,
and employ a combination of traditional graph theory and
hypergraph theory to describe complex heterogeneous systems.
More specifically, the main contributions of this paper can be
summarized as follows:

1) We utilize the hypergraph theory to describe the het-
erogeneity within heterogeneous networks and formu-
late a unified consensus algorithm framework for such
networks.

2) We introduce a characteristic property of coupling in
heterogeneous networks and derive sufficient conditions
for reaching resilient consensus through the utiliza-
tion of a specific algorithm known as Weighted-Mean-
Subsequence-Reduced (W-MSR), which possesses the
coupling properties we have described.

The remainder of the paper is organized as follows: In
Section II, we introduce graph theory and hypergraph theory,
as well as our system model. In Section III, we present the
coupling properties of a specific type of system and analyze the
W-MSR algorithm that satisfies these properties, providing the
conditions for achieving consensus in heterogeneous systems
under the W-MSR algorithm. In Section IV, two numerical
simulations are provided to verify our theoretical results and
Section V concludes the paper.

Notations: The set of real numbers, positive real numbers,
and the set of integers, positive integers are denoted as R,R+
and Z,Z+ respectively. 0 and 1 respectively denote column
vectors that are entirely zeros or ones, with adaptive dimen-
sionality. The inner product of two vectors a, b is denoted
as ⟨a, b⟩. The Hadamard product of two matrices A,B is
denoted by A ⊙ B. The notation “a − b ⪯ 0” indicates
that each component of vector a is less than or equal to the
corresponding component of vector b. “D+, D+” represent
the upper right and lower right Dini derivatives, respectively.
“ω = 1(a ⪯ b)” denotes the Indicator function, defined as
follows:

ωi =

{
0, if ai > bi,

1, if ai ≤ bi.
(1)

II. PROBLEM FORMULATION

A. Preliminaries

Graph theory serves as an effective tool for representing
communication networks comprising agents engaged in in-
tercommunication. However, when addressing heterogeneous
networks, the integration of hypergraph theory becomes nec-
essary to account for the intricate relationships among sets of
agents.

Let D = (V, E) be a directed graph (digraph) on n
nodes where V is the set of agents and E is the set of
communication edges in the network. Adjacency matrix A =
{aij} ∈ {0, 1}n×n represents a digraph. If (i, j) ∈ E , we
have aij = 1 meaning that agent i can receive message from
j. Otherwise we have aij = 0. The set of neighbors of agent
i is denoted as Ni.

A hypergraph H is denoted by H = (V; E) on n nodes
where V is the set of nodes and E = (ei)i∈I are the subsets
of V called hyperedges (I is a finite set of indexes). Incidence
matrix H = {hij} ∈ {0, 1}n×m represents a hypergraph on n
nodes and m hyperedges. If i ∈ ej , we have hij = 1 meaning
that agents i in subsystem j. Otherwise we have hij = 0.

Here are some definitions about network robustness in
directed graphs.

Definition 1 (r-reachable): [9] Let r ∈ Z+ and D = (V, E)
be a digraph. A nonempty subset S of V is r-reachable, if
∃i ∈ S, |Ni \ S| ≥ r.

Definition 2 (r-robust): [9] A digraph D = (V, E) is r-
robust, if every pair of nonempty subsets S1, S2 of V satisfies
at least one is r-reachable.

Definition 3 ((r, s)-reachable): [9] Let r, s ∈ Z+ and D =
(V, E) be a digraph. A subset S of V is (r, s)-reachable,
if |χrS | ≥ s where χrS is the set of nodes i ∈ S satisfying
|Ni \ S| ≥ r.

Definition 4 ((r, s)-robust): [9] A digraph D = (V, E)
is (r, s)-robust, if for every nonempty pair S1,S2 of V , the
following condition is satisfied:

(
∣∣χrS1

∣∣ < |S1|) ∨ (
∣∣χrS2

∣∣ < |S2|) ∨ (
∣∣χrS1

∣∣+ ∣∣χrS1

∣∣ ≥ s). (2)

Definition 5: [17] A system Y = (D,H) is considered
(r1, . . . , rm)-robust or [(r1, s1), . . . , (rm, sm)]-robust, where
each subsystem Yi is designated as ri-robust or (ri, si)-robust.

B. System model

Consider a heterogeneous network system composed of
multiple subsystems. Each subsystem in this network is rep-
resented as a hyperedge in a hypergraph. Let (ei)i∈I , I =
{1, 2, ...,m} be the set of subsystems. Furthermore, a het-
erogeneous system Y is described as Y = (D,H) where
D indicates the physical layer and H indicates the logical
layer. At the logical layer, the subsystems represented by ei
are coupled to form the hypergraph H. Note that an agent j
can belong to more than one subsystem. e.g., j ∈ {e1, e2}.

The updating strategies in different subsystems are inde-
pendent. The set of updating strategies is denoted by U =
{U1,U2, ...,Um}. Each agent i in the system maintains a scalar
xi.

The dynamic of discrete-time agent is as follows
xi(tk+1) =

∑
j∈(Ωi(tk)∩ep(tk+1))

f
p(tk+1)
ij (xj(tk), xi(tk)),

xi(tc) = xi(tk), tc ∈ (tk, tk+1) for all k ∈ Z+,
(3)

where the function f
p(t)
ij (·), p(t) ∈ Z[1,m] is related to

updating strategy set U and tk is the update time step.
The dynamic of continuous-time agent is as follows

ẋi(t) =
∑

j∈(Ωi(t)∩ep(t))

f
p(t)
ij (xj(t), xi(t)). (4)
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The switched agent update dynamic between continuous-
time and discrete-time is
xi(t)=

∑
j∈(Ωi(tk−1)∩ep(tk))

f
p(tk)
ij (xj(tk−1), xi(tk−1)),t∈{tk},

ẋi(t)=
∑

j∈(Ωi(t)∩ep(t))

f
p(t)
ij (xj(t), xi(t)), others.

(5)

In the paper, we consider two types of agent nodes, namely
regular (normal) nodes and Byzantine nodes. The set of regular
agents is denoted by R and the set of Byzantine agents are
denoted by A, respectively. Then we give the attack model as
follows:

Definition 6 (F -local): [9] A system is a F -local model if
|Ni ∩ A| ≤ F for all i ∈ R.

Definition 7 ((F1, F2, ..., Fm)-bounded): [17] A system is a
(F1, F2, ..., Fm)-bounded model if each subsystem Yj is Fj-
local model.

For analysis convenience, we have the following assump-
tions:

Assumption 1: Any two discrete subsystems with common
agents cannot update simultaneously.

Assumption 2: All subsystems in the heterogeneous sys-
tem have their own update dynamics. Update processes in
all subsystems are independent with common state value in
subsystem cross-cover agent.

Assumption 3: The value of |tk − tk+1| between updates is
bounded for all k ∈ Z.

The definition of safety completed is as follows:
Definition 8 (Safety completed): Let m(t) or M(t) be the

minimum or the maximum value of the regular agents at time
step t. A system is safety completed if the following holds for
any fixed time t > 0 and for all k ∈ N:

(i) the minimum value m(t), t ∈ (tk, tk+1] of all agents in
R satisfies D+m(t) ≥ 0;

(ii) the maximum value M(t), t ∈ (tk, tk+1] of all agents in
R satisfies D+M(t) ≤ 0.

The goal of the system considered in this study is to achieve
resilient consensus through a common local updating strategy.

Definition 9 (Resilient consensus): [9] A system is reaching
resilient consensus if the following holds:

(i) lim
t→∞

|xi(t)− xj(t)| = 0 for all agents i, j ∈ R;
(ii) xi(t) ∈ [m(0),M(0)] for all agents i ∈ R and t > 0.

III. CONSENSUS CONDITIONS FOR APPLYING W-MSR
ALGORITHM

A. The description of W-MSR algorithm in heterogeneous
systems

We first introduce W-MSR algorithm applied in subsystems.
Each subsystem represented by a hyperedge independently
applies the W-MSR algorithm based on its robustness as
described in Algorithm 1. The algorithm only describes the
update rules at the moments {tk}, k ∈ Z+ of update; the state
values remain unchanged at all other times. It is essential to
emphasize that in our approach, we treat the discrete system

as if it were continuous, maintaining constant state values at
all times except during updates.

Algorithm 1 W-MSR algorithm in subsystems
Input: ep, F , xep(0)
Output: xep(tK)

1: k = 0, t = tk
2: while k < K do
3: for all i ∈ {ep ∩R} do
4: Ωi(t) = sort

{
xij(t) : j ∈ {Ni ∩ ep}

}
5: if |{αi(t) : αi(t) ∈ Ωi(t), αi > xi(t)}| ≥ F then
6: Remove F largest values from Ωi(t)
7: else
8: Remove all values in αi(t) from Ωi(t)

9: if |{βi(t) : βi(t) ∈ Ωi(t), βi < xi(t)}| ≥ F then
10: Remove F smallest values from Ωi(t)
11: else
12: Remove all values in βi(t) from Ωi(t)

13: xi(tk+1) = xi(t) +
∑
j∈Ωi(t)

aijxj(t)
14: t = tk+1, k = k + 1

B. The analysis of coupled systems

Heterogeneous systems are composed of multiple different
subsystems coupled together. During the coupling process,
systems formed by coupling subsystems with specific prop-
erties maintain those properties unchanged. The following
lemma introduces a special coupling property.

Lemma 1: Suppose Assumptions 1-3 are satisfied. A coupled
system Y = (D,H = (V, (e1, e2))), composed of two safety-
compliant subsystems Y1 = (D1,H1 = (V1, e1)) and Y2 =
(D2,H2 = (V2, e2)), remains safety compliant.

Proof: We suppose that D = (V, E) is composed of
D1 = (V1, E1) and D2 = (V2, E2). Let γYi

(t) and γ
Yi
(t)

represent the maximum value and the minimum value of Ri in
system Yi respectively at time t. The set of agents j ∈ Vi∩Ri

attained the maximum value and minimum value at time t
are denoted by V Yi

(t) =
{
vi ∈ Vi ∩Ri : xi(t) = γYi

(t)
}

and
V Yi

(t) =
{
vi ∈ Vi ∩Ri : xi(t) = γ

Yi
(t)

}
respectively.

We first consider the maximum value M(t) at time t, t > 0.
By Definition 8 we have D+γY1

(t), D+γY2
(t) ≤ 0. For

convenience, we prove the lemma from three cases. Case
1: V Y (t) ∩ V1 = ∅. That indicates V Y1

(t) ⊆ V2. If ∃ϵ >
0, V Y (t+ ϵ) ⊆ V2 after updating, then it is easy to show that
D+M(t) = D+γY2

(t) ≤ 0. If ∃ϵ > 0, V Y (t + ϵ) ∩ V1 ̸= ∅
after updating, that means that M(t+ϵ) = γY1

(t+ϵ) ≤ γY1
(t).

We have

D+M(t) = sup lim
ϵ→0+

γY1
(t+ ϵ)− γY2

(t)

ϵ

≤ sup lim
ϵ→0+

γY1
(t)− γY2

(t)

ϵ

=
(
γY1

(t)− γY2
(t)

)
sup lim

ϵ→0+

1

ϵ
. (6)
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While V Y (t)∩V1 = ∅, we have γY1
(t) < γY2

(t) bringing in
(6) which yields D+M(t) = −∞. Case 2: V Y (t)∩V2 = ∅. It
is the same as Case 1. Case 3: V Y (t)∩V1 ̸= ∅ and V Y (t)∩
V2 ̸= ∅. That means that γY (t) = γY1

(t) = γY2
(t). If ∃ϵ >

0, V Y (t+ ϵ)∩V1 = ∅ after updating, we have V Y (t+ ϵ) =
V Y2

(t+ϵ) ⊆ V2. It is obvious that γY (t) = γY2
(t) and γY (t+

ϵ) = γY2
(t + ϵ). Cause D+γY2

(t) ≤ 0, we have D+M(t) =
D+γY2

(t) ≤ 0. And it is same as ∃ϵ > 0, V Y (t+ϵ)∩V2 = ∅.
If ∃ϵ > 0, V Y (t + ϵ) ∩ V1 ̸= ∅ and V Y (t + ϵ) ∩ V2 ̸= ∅
after updating, then following D+γY1

(t), D+γY2
(t) ≤ 0 it is

natural that D+M(t) ≤ min
(
D+γY1

(t), D+γY2
(t)

)
≤ 0.

Next, we consider the minimum value m(t) at time t. Recall
that

D+m(t) = inf lim
ϵ→0+

m(t+ ϵ)−m(t)

ϵ

= inf lim
ϵ→0+

γ
Y
(t+ ϵ)− γ

Y
(t)

ϵ
. (7)

The rest is similar to the proof of the maximum value M(t),
which we can get D+m(t) ≥ 0. The proof of Lemma 1 is
complete.

Clearly, Lemma 1 states that when a system, composed
of several safety completed systems, updates, the values of
normal nodes will not exceed the convex set of their initial
state values. Then we have the following lemma.

Lemma 2: A system applying W-MSR algorithm is safety
completed.

It is obvious that Lemma 2 holds. And it indicates that a
system, coupled with subsystems each employing the W-MSR
algorithm, is an instance of a safety system. This is one of the
reasons we discuss this algorithm. Next, we will analyze the
consensus conditions of the proposed algorithm.

C. Consensus Conditions

We define the set of strategies U =
{
UF1
1 ,UF2

2 , ...,UFm
m

}
where UFi represents the W-MSR algorithm with parameter
F used by the i-th subsystem. Then we have the following
conclusion.

Theorem 1: Let D = (V, E) be a digraph with log-
ical partition H = (V; E = (ei)i∈I) for I =
{1, 2, ...,m}. The incidence matrix of H and the ith

column vector are denoted by H and ei respectively.
Let ωi represent 1 ((H1− ei)⊙ ei ⪰ (ri + 1)1). Suppose
that the network applies resilient strategy of U ={
UF1
1 ,UF2

2 , ...,UFm
m

}
. Then in the (F1, F2, ..., Fm)-bounded

model, resilient consensus is reached, if D is (2F1 +
1, 2F2 + 1, ..., 2Fm + 1)-robust and ⟨ωi,ωi⟩ ≥ Fi +
1 for i ∈ I . Furthermore, a necessary condition is D
is [(F1 + 1, F1 + 1), (F2 + 1, F2 + 1), ..., (Fm + 1, Fm + 1)]-
robust and ⟨ωi,ωi⟩ ≥ Fi + 1 for i ∈ I .

Proof: For t > 0, we define ζ(t) = M(t)−m(t) ≥ 0. By
Lemmas 1 and 2, it can be shown that D is a safety completed
system and D+ζ(t) ≤ 0.

We first prove that lim
t→∞

D+ζ(t) = 0. Recall that functions
u, δ : R → R are Heaviside step function and Dirac delta
function respectively. The system can be described as

ζ(t) = ζ(0) +

ψ(t)∑
i=1

piu(t− i∑
j=1

tj)


=

∫ t

−∞

ψ(t)∑
i=0

piδ(z − i∑
j=0

tj)

 dz, (8)

where

pi =

{
ζ(0), i = 0

ζ(ti)− ζ(ti−1), i ≥ 1.

If lim
t→∞

D+ζ(t) ̸= 0, there exists ϵ0 > 0, η0 > 0, and
{Θp}p∈N ∈ {ti} where lim

p→∞
Θp = +∞,D+ζ(Θp) ≤ −ϵ0

and (Θp+1 −Θp) = η0. And the following holds:

ζ(Θp+1)− ζ(Θp)

Θp+1 −Θp
≤ −ϵ0

ζ(Θp+1) ≤ ζ(Θp)− ϵ0 (Θp+1 −Θp)

≤ ζ(Θp)− ϵ0η0.
(9)

Let 0 < η0 < ϵ1 and η0 =
ϵ1
2

, (9) can be expressed as

ζ(Θp +
ϵ1
2
) ≤ ζ(Θp)− ϵ0

ϵ1
2

ζ(Θp + 2
ϵ1
2
) ≤ ζ(Θp)− 2ϵ0

ϵ1
2

...

ζ(Θp + n
ϵ1
2
) ≤ ζ(Θp)− nϵ0

ϵ1
2
. (10)

It can be shown that

lim
n→∞

ζ(Θp + n
ϵ1
2
) ≤ lim

n→∞

[
ζ(Θp)− nϵ0

ϵ1
2

]
= −∞. (11)

This conflicts with ζ(t) ≥ 0. Therefore, lim
t→∞

D+ζ(t) = 0

must be true.
Next we prove that φ = φ where φ = lim

t→∞
γ(t) and φ =

lim
t→∞

γ(t).
(Necessity) If D is not [(F1 + 1, F1 + 1), (F2 + 1, F2 +

1), ..., (Fm + 1, Fm + 1)]-robust, then there are disjoint,
nonempty set S1,S2 ⊂ ei such that condition in Definition
4 is not satisfied. Suppose xi(t) = a, xj(t) = b and a ̸= b for
all i ∈ S1 and j ∈ S2. Since

∣∣∣χFi+1
S1

∣∣∣+ ∣∣∣χFi+1
S2

∣∣∣ ≤ Fi, suppose

all nodes in χFi+1
S1

and χFi+1
S1

are in A and keep their value
constant. The rest of nodes in R remove the Fi or less values
of their neighbors outside S1 or S2 so that φ = φ cannot
reach. If D is not ⟨ωi,ωi⟩ ≥ Fi+1 for i ∈ I , there is a set ei
satisfying

∣∣χFi+1
ei

∣∣ < Fi + 1. Suppose xi = a, xj(t) = b and
a ̸= b for all i ∈ ei and j ∈ V \ ei. Since ⟨ωi,ωi⟩ < Fi + 1,
suppose all nodes in χFi+1

ei are in A and keep their value
constant. The rest of the nodes in R remove the Fi or less
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values of their neighbors outside ei so that φ = φ cannot be
reached.

(Sufficiency) Suppose that φ ̸= φ. We have known that
D+ζ(t) ≤ 0. Since D is (2F1 + 1, 2F2 + 1, ..., 2Fm + 1)-
robust and ⟨ωi,ωi⟩ ≥ Fi+1 for i ∈ I , each node j1 or j2 in
any pair of nonempty, disjoint sets (S1 ∩ R), (S2 ∩ R) ⊂ ei
is satisfying Ωj1(t) \ S1 ̸= ∅ or Ωj2(t) \ S2 ̸= ∅ in any
time t > 0. Since

∑N
j=1 aij = 1 and aii = 0 for all i ∈

{1, 2, ..., N}. It can be shown that lim
t→∞

D+ζ(t) ̸= 0 which

conflicts lim
t→∞

D+ζ(t) = 0.
The preceding content has demonstrated that each subsys-

tem will not stop updating its state values until the consensus
is achieved. Furthermore, 1 ((H1− ei)⊙ ei ⪰ (ri + 1)1) en-
sures that the subsystem with the maximum or minimum state
value will definitely receive external information inputs that
have not been filtered out. As the system updates iterate, the
overall consensus of the system will eventually be achieved.

Remark 1: Theorem 1 provides the logical (H) and physical
topological (D) conditions required for achieving consensus
in heterogeneous systems. The logical topological conditions
are described by hypergraphs, while the physical topological
conditions are characterized by the robustness of the graph.

1e

2e

3e

(a) System Y1.

1e

2e

3e

(b) System Y2.

Fig. 1: The topological representations of system Y1 and
system Y2 include hyperedges with fully connected vertices.
For clarity, the specific connections are not depicted here. The
red nodes represent Byzantine agents.

IV. SIMULATION RESULTS

In this section, we use two simulation experiments to
validate the conclusions of this paper. We consider network
Y1 = (D1,H1) with D1 = (V1, E1), H1 = (V1;E1) and
network Y2 = (D2,H2) with D2 = (V2, E2), H2 = (V2;E2).
D1 and D2 are both digraphs. The subgraphs of ei ⊂ (E1∪E2)
and associated edges are all completed graphs. The robust
result of checking all subgraphs mentioned is 3-robust. The
initial values of the agents are set to random values within the
range of 0 to 120. Each subsystem represented by a hyperedge
independently employs W-MSR algorithm for updates.

Simulation 1: We consider the overall system Y1 as one
composed of three subsystems e1, e2, e3 that are coupled
together as Fig. 1a. Each subsystem consists of a complete
graph with five agents, making them all 3-robust. The attack
model of the system satisfies (1, 1, 1)-bounded model. Red
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(a) The simulation results of system Y1.
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(b) The simulation results of system Y2.

Fig. 2: Graphical results of simulation experiments for system
Y1 and system Y2. The horizontal axis represents time, while
the vertical axis represents state values. The main chart shows
the state value changes of normal nodes, and the inset chart
depicts the state value changes of Byzantine agents.

nodes are designated as Byzantine nodes, which send fixed,
distinct values to each different subsystem throughout the
update process. The coefficient matrix a for each subsystem
is set as follows:

a =


0 0.25 0.25 0.25 0.25

0.25 0 0.25 0.25 0.25
0.25 0.25 0 0.25 0.25
0.25 0.25 0.25 0 0.25
0.25 0.25 0.25 0.25 0

 (12)

Simulation 2: The design of simulation 2 is similar, but it
differs in that there are changes in the system’s topology and
the positions of the Byzantine agent have also changed as Fig.
1b.

The simulation results are shown in Fig. 2. More specifi-
cally, the results for system Y1 are shown in Fig. 2a, and the
results for system Y2 are shown in Fig. 2b. As can be observed,
system Y1 satisfies the Theorem 1 and thus ultimately achieves
consensus, whereas system Y2 does not meet the Theorem
1’s conditions and therefore cannot guarantee to achieve
consensus. Through simulations, we have verified the Theorem
1.
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V. CONCLUSIONS

In this paper, we have introduced a novel framework using
hypergraph theory to model the complex interactions and
dependencies inherent in multi-agent consensus networks. By
introducing the W-MSR algorithm, we demonstrated how
different update strategies can be integrated and made the
considered network model resilient against Byzantine attacks.
In future work, we will explore more general update strategies,
taking into account the presence of time delays. Furthermore,
we will analyze the convergence rates of general algorithms
within the proposed framework.
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